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x Settlement Layer DecentralisationFrom asettlementlayer decentralisation perspective, it
is essential to guarantdlatthe blockchainon whicha project is deployedyhetherit relies on
aPoW, PoS, or dPa@®nsensus mechanispoperatesacross asufficientlylarge numbeand
geographicallydistributed network ofnodes. In this sense, mrestricted access for node
participation is crucial as it allows a diverse range of participants to contribute to the network,
enhancingts overalldecentralisationSpecifically focusing on PoW networitg distribution
of hashing power among numerous miners is essential for reducing the risk of central control.
In blockchains that readheirconsensus through a PoS mechanism, the distribution of native
tokens across many holders supports decentralisation by ensuring that no single participant
can retain a significant influence in the consensus process. Lastly, for dPoS blockbkains,
greater the number of validators and the more evenly the stake is distributeg ¢xam, the
more decentralised the network will bpreventing any single entity from exercisimg
excessive influence over the netwofl. in all, eroad distribution of power and participation
over the network consensus mechanishelps to mitigate the risksassociated with

centralisatiorfrom a settlement layer perspective.
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x Architecture Decentralisation:Under this Ement both onchain and ofthain components
must be consideredRegarding cthain components, hile smart contracts themselves
embody decentralisation tpeingexecuedwithout intermediaries, #hpossibility of upgraig
them and how suchis managed can poseoncerrs of centralisation.In the same veirthe
existence of functions to be triggered under special conditions, such as those that pause smart
contractunder emergency situatiopsndwhois authorised to call them, cdikewise give rise
to issues of centralisatiarideally, when updates to smart contracts aneededor special
functions must be calleduchshould either bgerformedor sanctioned bg DAO, rather than
by a single individueglated to the poject, or a group of operators designatéithout involving

governance token holders

Additionally, as oracles are essential for providing external data to blockchain projects, not
relying on a private ammntralisedoracle network contributetowardsa project's level of
decentralisation. Althoughdan bechallenging to rely on a fully decentralised oracle solution,
as the number of oracles retrieving information from outside the blockchain and achieving
consensus on that information increases, the overall decentralisation of a project can be
enhanced too Furthermore, allowing anyonelling to participate in the oracle network

contributesto the same sense.

Contrary to orchain components, ofthain components maydue to their nature, introduce
centralisation concerned In this regard, it is important that these components, when

unavoidable, areideally opensourced. By adopting this measure, transparency and
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unrestricted access for usecain be achievedomewhat offsetting part ofhe centralisation

risks associated with proprietary -affiain elements.

> (0GB Xé& edeejXd

X Governance DecentralisationThe establishment of the governamsteictureof a blockchain
project and how its daip-day decisions are made, are vital when it comes to analysing its
decentralisation level. In this context, DAOs provide a framework to establish decentralised
governance, enabling governance token holders toovgpeoposals and steer the direction of
the project.However, while establishing a mechanism to submit and vote on proposals is a
valuable first step, it must be paired withvielespreaddistribution of governance tokens to
avoidsituations wherg@roposalsarebeing overly influenced by a reduced group of participants.
Additionally, it is important to highlight that governance token holders must have influence over
key project decisions, in contrast to a scenario in which governance token holders decide on

matters that do not have a significant impact on the direction of the project.

As mentioned in the Governance Decentralisation section, relying oniD$O262eUb62e e 6\ a
such as foundations, can be necessargtteamlinethe efficientdevelopment oé project. In

order to not undermine the decistamaking rights of governance token holders, shewyldbe

involved in the selection of these entities, as well as in the definition of their functions and
related payments. Finally, decentralised governasystemsshouldalso have transparency

and accountability mechanisms, such asdrain voting and clear rules for the roles of external

actors and committees, in order to maintain a balance between operational efficiency and

decentralised control.

x User interface DecentralisationManagement and control over an interface typically should
be viewed from a broader perspective. Whikinstreamdomain registratiosiremaina point

of centralisation that is difficult to circumvent, efforts should be undertaken to ensure that there
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is a degree of separation between those managing the interface, and those developing the
underlying protocoHowever, more importantly than thahsuring that the user interfaces that
allow thesame userdo interact with the project's smart contracts are implemented through

multiple independent providers contributes to a higher level of decentralisation

As mentioned in thaser interfacedecentralisation section, to read or send information to a
blockchain, users interact with nodes through RPCs. Once these RPCs are centralised by a
project, they can lead to surveillance or censorship activities. In this sense, to increase their
level of deentralisation, it is recommended to rely on decentralised RPC proidieady,
anotherpoint of concern, in relation to the decentralisation of the user interface, are the wallets
provided by blockchain projects. Bating decentralisation with user experience is crucial.
Therefore, options that include account abstraction, Apaltty computationand guardian
systems are considered more decentralised compared to custodial wallets and, at the same

time, simplify the user experience compared to traditionalaustodial wallets.

> [ XEB \6XRI2e6X (&6

X Operations Decentralisation: The finalange from which the level of decentralisation of a
project can be approached relates to its operations. Examples of operational decisions, such
as payments to contributors, must be properly managed in order for projects to remain
sufficiently decentralised. ol avoid beingeenas a centralised project, these operational
decisions should be made in as decentralised a manner as possible, such as through a DAO,
rather than centralising these decisions to individuals related to the project. Where external
serviceproviders ar@ngagedit is recommended to integrateeir accountabilitynto the DAO
structure and ensure that governance token holders can participate in their selection and

removal. In this contexf decentralised approaciarrantsthat governance token holders
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maintain oversight of project operations without interfering in thdoddgy running of the

project.
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17Such transfer service should not include the validators, nodes or miners that might be part of confirming a
transaction and updating the state of the underlying distributed ledger.
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In a zereknowledge (zk) L2, an aggregator is in chamgeeoking the validity o

Aggregators | the transaction batched from a sequencer and provides a validity proofs f
batch.
An Application Programming Interface (API) is a way to enable two softy
API components to communicate with each other using a set of rules called
protocol.
Asset An 'AssetReferenced token' means "a type of crypsset that purports to
Referenced maintain a stable value by referencing another value or right or a combin

Tokens (ARTS)

thereof, including one or more offiaalrencies".

Bridges

Bridges, are protocols or mechanisms that enable the transfer of data ac

different blockchain networks. Bridgers facilitatess-chain interoperability,

allowing users to move tokens, NFTs, or other digital assets between othe
isolated blockchains.

Byzantine Fault

Byzantine Fault Tolerance (BFT) refers to a property of a distributed syste
allows it to continue operating even if some participants (nodes) fail or ¢

Tolerance maliciously. A BFT system can reach consensus on the correct state of
network even when sommdes behave unpredictably or dishonestly.
Client A ‘client' is "any natural or legmrson to whom a cryptasset service provide
provides crypteasset services".
A consensus client is software responsible for ensuring that nodes in
blockchain network agree on the correct state of the ledger. In Ethereum's
Consensus : - .
Client of Stake system, the consensus client enables nodes to participate in bl
validation, proposing, arithalizing the state of the blockchain. Examples
include Prysm, Teku, Nimbus, Lighthouse & Lodestar.
A consensus mechanism is a protocol that ensures all participants (nodes
decentralized network agree on the state of the blockchain. Common exalt
Consensus include Proof of Work (PoW), Proof of Stake (PoS), and Delegated Proof ¢
Mechanism (dP0S). It plays aitical role in maintaining the security and integrity of
blockchain networks by preventing doubfgending and ensuring valid
transaction confirmations.
. Means "any means by which an element of control is exercised over the ¢
Controlling "
assets or the means of access to such".
A 'crypteasset service provider' is "a legal person or other undertaking wi
Crypto-Asset . . . - .
. . occupation or business is the provision of one or more ecagset services to
Service Provide . . . : .
clients on a professional basis, and that is allowqutdeide crypteasset
(CASP) ) . : . ;
services in accordance with Article 59
A DAO, or Decentralised Autonomous Orginisation is an organisation goy
DAO by smart contracts and run by its members through tdieesed voting
mechanisms.
Decentralized applications (dApps) are software programs that run on
blockchain networks without the need for intermediaries. They rely on sn
dAPPs . . :
contracts for backend functions and are accessible by users directly thrg
their cryptowallets.
DeFi Decentralised Finance (DeFi) is an ecosystem of interoperable dApps, 1

provide financial services powered by smart contracts without intermedia

0f
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A 'DLT' is "a technology that enables the operation and use of distributed |
in which no entity controls the distributed ledger or its use or provides c

DLTs services for the use of such distributed ledger, and DLT network nodes ¢
set up by any peons complying with the technical requirements and the
protocols”.
Delegated Proof of Stake (dPoS) is a variatiBrooff of Stake (PoS) where
dPoS token holders can delegate their tokens to validators, which are in charg
securing the network.
Distributed Validator Technology (DVT) is a mechanism to enhance th
DVT resilience and decentralisation of blockchain validators. It splits a validato
multiple components across different machines or operators, reducing the
of single points of faite and enhancing security.
Economic , . o " . . .
I An 'economic activities' are "services normally provided for remuneratio
Activities
ME:]Z(;r'?QLZnS An ‘I.EIec_tronic Money Token' means _"a type of crgpset that pqrports to
(EMTs) maintain a stable value by referencing the value of one official currency
Exchange of
crypto-assets | Means "the conclusion of purchase or sale contracts concerning eaggtts
for other crypte with clients for funds by using proprietary capital”.
assets

Execution client

An execution client processes and executes transactions, manages the st
the blockchain, and interacts with smadntracts. In Ethereum, the executio
client works with the consensus client to maintain the correctness of
transactions and the network's overall functioning. Examples include Be
Erigon, Gdzthereum (Geth) & Nethermind.

Fork

A change in a blockchain protocol leading to the creation of an alternat
version of the chain.

JSON

JavaScript Object Notation (JSQ\) lightweight format for storing and
transporting data. JSON is often used when data is sent from a server to
page. Iblockchains, JISOIRPC nodes transfer data between the blockcha

and user wallets

L1/ Layer 1l

Layer 1 refers to the base layer of a blockchain, where the core transactio
smart contracts are processed. Ethereum, Bitcoin, and Solana are examp
Layer 1 networks.

L2/ Layer 2s

Layer 2 solutions are designed to scale Layer 1 blockchains by procesg
transactions offchain while relying on the Layer 1 for transaction finalisati

Maximal Extractable Value is the profit a validator or miner can extract

MEV reordering, including, or censoring transactions within a block.
MPC dMulii MuI.ti—Part_y _Computation (MPC) @s a cryptographic methpd that gllows mu!
Party parties to jointly compute a function over their inputs while keeping those i
. private. It ensures that sensitive data remains confidential, even as part

Computation
collaborate.
Node A node is any device (computer) connected to a blockchain network th
participates in maintaining the distributed ledger.

Off-chain refers to processes, transactions, or data management that oc
Off-Chain outside of the blockchain network. These activities do not immediately intg

with or are not recorded on the blockchain. Example: an oracle fetching th
of Gold from and é¢ernal sources.

o
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Offer to the

An 'offer to the public' is "a communication to persons in any form, and by
means, presenting sufficient information on the terms of the offer and tf

public crypto-assets to be offered so as to enable prospective holders to decig
whether to purchase thosaypto-assets".
An 'offeror’ is "a natural or legal person, or other undertaking, or the issue
Offeror ‘o
offers crypteassets to the public".
On-chain refers to operations or transactions that are directly recorded
On-Chain validated, and secured on a blockchain. Once added, these activities a

immutable and can be verified by all network participants.

Online interface

An 'online interface' means "any software, including a website, part of a w
or anapplication, that is operated by or on behalf of an offeror or eaggtd
service provider, and which serves to give holders of eagsets access to

their crypteassets and to give clients access to crypsset services".

Oracles

Oracles are services that provide-offain data to smart contracts on a
blockchain

Other Crypte
Assets (OCAS)

An 'Other CryptéAsset' means "a type of cryp&ssets that are neither an EM
nor an ART, or any other crypsset excluded from MiCA under Article 2(4
such as financial instruments and structured deposits".

Proof of Stake is a consensus mechanism where validators are choser
propose and verify new blocks based on the number of tokens they hold g

0S willing to lock up (stake). Validators earn rewards for their participation,
malicious behavior resulia slashing penalties.
Proof of Work is a consensus mechanism that requires participants (mine
solve complex cryptographic puzzles to validate transactions and add n
PowW . ) . . . . .
blocks to theblockchain. It is resouremtensive and it relies on computation
power as a security mechanism.
Providing

custody and
administration
of crypteassets
on behalf of
clients

Means "the safekeeping or controlling, on behalf of clients, of eagptis or of]
the means of access to such crymssets, where applicable in the form of
private cryptographic keys".

Providing
transfer services
for crypte
assets on behall
of clients

Means "providing services of transfer, on behalf of a natural or legal pers
crypto-assets from one distributed ledger address or account to anothel

Reception and
transmission of

Means "the reception from a person of an order to purchase or sell one of

rders for -
orders fo crypto-assets or to subscribe for one or more crygssets and the
crypto-assets - : -
transmission of that order to a third party for execution”.
on behalf of
clients
RPC refers to a protocol that enables one program to request services f
another program on a different machine in a network. In a blockchain cor
RPC L . :
RPCs are used for communication between clients and nodes, allowing ug
interact with the blockchia.
Safekeeping Means "a duty to keep the crygassets safe, and diligently employ means

protect against external attacks".
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Sequencers

In a L2,a sequencer proposes transaction batches to the L1 network upg
executing them. It rolls up transactions into batches and adds them to t
consensus contract held on the L1.

Settlement layer

The settlement layer is the foundational layer of a blockchain where
transactions are finalised and confirmed. This layer ensures the finality
transactions, making them immutable and secure.

Slashing

Slashing is a penalty mechanism in Proof of Stake (PoS) and Delegated F
Stake (dPoS) networks that punishes validators for malicious behaviou
negligence, such as doubksggning or failing to propose valid blocks. Validat
lose part or all oheir staked assets if they are slashed.

Smart Contract

A 'smart contract' is "aimmutable computer programs that run
deterministically on the blockchain and execute automatically, interacting
other accounts on the blockchain according to the code that defines thg¢
actions".

Smart Contracts

A smart contract is self-executing program on a blockchain that automatic
executes the terms of a previous agreement when predefined conditiong
met.

Software

A 'software' is "the part of an electronic information system which consist
computer code".

Undertaking

An 'undertaking' is "a natural or legal person(s) engaged in economic acti
regardless of their legal or financing form. The economic activities per se
offered or undertaken with or without the intention to make a profit; whi
matters is thathose economic activities, ergo the offering of goods or serv
would be in competition with the offerings of other operators which do se¢
make a profit. The term itself includes severall legally independent undertg
participating in an economactivity, or in an agreement, as one party; an
assessment of decisive influence cannot be made only by reference to pg
and contractual wordings, but all other elements relating to economica
organisational, legal and structural links between th@wa parties involved
must be taken into consideration”.

Utility Tokens

An 'Utility Token' means "a type of crypssets that are only intended to
provide access to a good or a service supplied by their issuer".

Validator

A validator is participant in a PoS or dPoS blockchain that is responsible
proposing, validating, and attesting new blocks. Validators lock up (stake)
assets to participate in consensus and earn rewards for maintaining th
network's integrity.
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Wallet

A wallet in aa blockchain context, is a software or hardware tool that sto
private and public keys, enabling users to interact with blockchain netwo

ZK

Zeraknowledge (ZK) refers to cryptographic protocols that enable one par
prover) to prove to another party (the verifier) that a statement is true wit

revealing any additional information beyond the validity of the statement i
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